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Identifying the Factors for Successfully  
Managing Supply Chain Risks

By Sime Curkovic & Thomas Scannell

The decision to manage supply chain risks constitutes 
a major undertaking for most firms. In this study, Sime 
Curkovic and Thomas Scannell use data from 46 firms and 
SCM managers to identify which factors affect the decision 
to develop a system for managing supply chain risks, and 
explain how these factors can influence the level of success.

Factor 1. Corporate Strategy
Firms overwhelmingly agreed there is no obvious single appli-
cation for managing supply chain risks on the market.  Most 
firms (61%) are only using existing SCM applications for man-
aging risk.  In the absence of  risk management applications, 
these firms are building risk considerations into traditional 
SCM applications (e.g., spend, contract, & inventory manage-
ment, demand planning, benchmarking, building long-term 
partnerships, etc).  An additional 6% said they would like to 
implement a SCM risk application in 1-2 years, and another 
13% said they are considering it.  This indicates that while 
specific supply chain risk applications do not exist, interest 
levels are very high (80%).  The following questions were also 
asked on 1 to 7 scale (strongly disagree to strongly agree):  1) 
Managing supply chain risk is an increasingly important ini-
tiative for our operations; and 2) Without a systematic analy-
sis technique to assess risk, much can go wrong in a supply 
chain.  The means for both questions were well above 5.00 and 
had very small amounts of  variance.  Again, interest and need 
levels for supply chain risk applications remains high.  

18% of  the firms said they will spend over $1M in services, 
technology, and personnel to support managing supply chain 
risks, while 7% actually plan on spending over $5M.  Another 
52% said they plan on spending more modest amounts of  less 
than $500,000.  30% would not answer the question because 
of  its proprietary nature, but indicated a moderately large 
amount of  spend was planned.  The manufacturing firms look 
very similar in their higher spending efforts with a focus on 
supplier failure, whereas the non-manufacturing firms indi-
cate lower spending levels with a focus on logistics failures.  

These questions were also asked on 1 to 7 scale (strongly 
disagree to strongly agree):  1) Our spending intentions for 
managing supply chain risks are very high (mean=3.37, 
var.=2.47); and 2) We do plan on investing nontrivial amounts 
in managing supply chain risks (mean=4.30, var.=3.77).  In 
this study, there was dedicated funding for managing supply 
chain risks and 86% indicated that such budgets will increase 
or stay the same.  However, only 42% will come from specific 
SCM departmental budgets and 60% indicated that SCM takes 
ownership of  such investments.  Managing risks is just now 
reaching the core of  traditional and mature SCM applications.  

Factor 2. Supply Chain Organisation
Risk management in this study was mostly handled by a cor-
porate function, usually dealing with insurance companies 
and some security issues.  However, risk management in 
the supply chain has emerged rather recently and it appears 
many managers and functional areas are not involved.  The 
following questions were asked on 1 to 7 scale (strongly 
disagree to strongly agree): 1) My workplace uses supply 
chain risk managers who work closely with corporate risk 
mgmt (mean=2.53, var.=3.03); and 2) I fully understand the 
activities being performed by our risk management group 
(mean=4.00, var.=2.66).  On a higher level, the corporate 
function is involved with risk management and has contact 
with insurance companies, but does not necessarily coordi-
nate risk management activities in the whole group, not does 
it appear to develop directives.  

Most of  the firms in this study have outsourced one or 
more of  its non-core business functions.  For financial reasons, 
resource constraints, and/or the need to tap into expertise 
they do not have, outsourcing has become a key aspect of  
many strategic initiatives.  The following question was asked 
on 1 to 7 scale (strongly disagree to strongly agree):  1) We 
are planning to outsource all or some of  our risk management 
functions.  The mean was only 2.25 with little variance. The 
organisations in this study have no intentions to outsource risk 
management and are strongly inclined to develop these skills 
internally by purchasing a risk management application for 
internal use, and specifically in the SCM area.  However, the 
following questions were asked on 1 to 7 scale (strongly dis-
agree to strongly agree):  1) There is no single set of  tools or 
technologies on the market for managing supply chain risks; 
and 2) Managing supply chain risk is an increasingly impor-
tant initiative for our operations.  The means were well above 
5.00 and had small amounts of  variance.  Again, interest and 
need levels for supply chain risk applications remains high.    
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Respondents in our study see a broad set of  risk factors 
that pose a disruption to their supply chains.  These risks 
did not vary much by industry, and most were shared (see 
Table 1).  Supplier failure/reliability was the top risk factor 
and common across all respondents.  Bankruptcies of  sup-
pliers, logistics failure, commodity cost volatility, natural 
disasters, and strikes/labor disputes were distant seconds. 
The non-manufacturing respondents were more inclined to 
place a higher priority on logistics failure, which is not sur-
prising since they were mostly made up of  distributors and 
a retailer.  

 While the majority of  the manufacturing respondents 
identified supplier failure as their top risk factor, they also 
attributed the majority of  their downtime in operations to sup-
plier failure.  Commodity cost volatility was also a growing 
concern, but with limited amounts of  systems to manage its 
risk.  For example, the majority of  the firms strongly disagreed 
that they were using hedging strategies and speculation for 
managing supply chain risks (and yet it was identified as one 
the top risk factors).  

The firms in this study are recognised as leaders in SCM 
and several have received formal recognition by industry 
associations for their ability to use SCM applications in a 
customer-driven manner.  For example, these firms were very 

satisfied with their supply chain group’s performance on the 
following issues:  after sales service performance, supplier reli-
ability, inventory management, delivery reliability, order com-
pleteness, damage free delivery, and meeting customer service 
levels.  However, they did not show a proactive commitment 
to risk management.  These questions were asked on 1 to 7 
scale (strongly disagree to strongly agree):  1) We are prepared 
to minimise the effects of  disruptions (terrorism, weather, 
theft, etc.); 2) Proactive risk mitigation efforts applied to the 
supply chain is common practice for us; and 3) We can actu-
ally exploit risk to an advantage by taking calculated risks in 
the supply chain. The means were very low and had small 
amounts of  variance.   

Factor 3. Process Management
This study showed that documenting the likelihood & impact 
of  risks was not a key part of  SCM and that supply chain risk 
information was not readily available to key-decision makers.  
Furthermore, very few of  the firms are actually able to exploit 
risk to an advantage by taking calculated risks in the supply 
chain and even fewer were prepared to minimise the effects 
of  disruptions.  These questions were asked on 1 to 7 scale 
(strongly disagree to strongly agree):  1) A key part of  our 
supply chain management is documenting the likelihood & 
impact of  risks (mean=4.20, var.=2.86); and 2) Supply chain 
risk information is accurate and readily available to key-deci-
sion makers (mean=3.87, var.=2.78).  There was some debate 
as to the validity and usefulness of  tools to operationalise the 
process.  The managers did tend to prefer approaches that 
combine subjective and objective measures because this allows 
them some freedom rather than being pushed into taking deci-
sions solely on complicated numerical analysis.  Failure Mode 
Effects and Analysis (FMEA) is a mainstream tool used to 
collect information related to risk management decisions for 
most companies in an engineering capacity, but not in a supply 
chain capacity.  There were several documented procedures to 
complete an FMEA across industries in this study, especially 
in automotive.  Most managers supported a modified version 
of  the tool that could be used to help evaluate the risk of  SCM 
decisions.

Factor 4. Performance Metrics
This study demonstrates that the measurement of  risk factors 
does not necessarily require a new or unique set of  perfor-
mance measures.  For example, one firm used average on-time 
delivery as a measure of  supplier performance and chose to 
look more closely at the peaks and valleys of  this indicator to 
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Table 1

Respondents were asked to rank order five of the folllowing risks which have the 
greatest severity or impact on the supply chain if it occurred (e.g., 1=most severe, 
2=second most severe, etc. ) The numbers below indicate the frquency of responses.

Supplier failure/reliability

Bankruptcy, ruin, or default of suppliers, shippers, etc

Logistic failure

Commodity cost volatility

Natural disasters or accidents

Strikes- labor, buyers, and shippers

Diminishing capacity

Government regulations

Attracting and retaining skilled labor

Customer- related (demand change, system failure)

Lack of trust with partners

Currency exchange, interes, and/or inflation rate fluctuations

Intellectual property infringement

Energy/raw material shortages and power outages

Geopolitical event

Ethical issues

Legal liabilities and litigation

Information delays, scarcity, sharing, and infrastructure breakdown

Customs Acts/Trade restrictions and protectionism

Contract failure

Degree of control over operations

Contamination exposure- good, germs, infections

Measuring tools- metrics translate differently

Weakness in the local infrustructure

Internal and external theft

Return policy and product recall requirements

Banking regulations and tighter financing conditions

Port/cargo security

Tax issues 

For financial reasons, resource con-

straints, and/or the need to tap into ex-

pertise they do not have, outsourcing has 

become a key aspect of many initiatives.  
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determine the supplier’s risk impact on its own delivery per-
formance.  In another example, key metrics were established 
to measure the risk associated with key suppliers and their 
performance against service level agreements.  Supplier agree-
ments were then aligned with the established levels negotiated 
with the company’s key customer agreements.  Supplier risk 
rankings, similar to credit scores used in the financial indus-
try, were often established to measure suppliers on stability, 
contingency planning, and on-target delivery performance.  In 
general, the development of  specific risk management perfor-
mance metrics in the supply chain was lacking in this study.  

Factor 5. Information & Technology
In this study, firms had information of  what goes on in other 
parts of  the supply chain.  An issue on information was not 
suggested as it was asked on a 1 to 7 scale (not satisfied to 
very satisfied); How satisfied are you with your supply chain 
group’s performance on ‘Visibility’ (detailed knowledge of  
what goes on in other parts of  the supply chain – e.g., finished 
goods inventory, material inventory, WIP, pipeline inventory, 
actual demands and forecasts, production plans, capacity, 
yields, and order status).  The mean was modestly high (4.26) 
with a very small amount of  variance, as was their agreement 
that their company uses real-time inventory information and 
analytics in managing the supply chain.  Furthermore, the 
questions were also asked on 1 to 7 scale (not used to exten-
sively used): To what extent are the following used in man-
aging your supply chain and risks within it:  1) Information 
gathering; and 2) Establishing good communications with 
suppliers.  The means for both questions were very high (well 
above 5.00) and had small amounts of  variance. In this study 
also, information delays, scarcity, sharing, & infrastructure 
breakdown was seen overwhelmingly as one of  the lowest 
rated risk factors both currently and for the future.

These findings are not surprising given that firms in this 
study showed that a wide variety of  information-based tech-
nology and applications are being spent for their SCM efforts 
(e.g., ERP configuration systems, electronics reverse auction-
ing, radio frequency identification, Collaborative Planning 
Forecasting and Replenishment – CPFR, etc.), but very 
few firms showed that their technologies are being used to 
support risk considerations.  Respondents agreed that the key 
to improved supply chain visibility was sharing information 
among supply chain members.  

Most of  the technology supported the following SCM 
applications for the purposes of  managing risk:  information 
gathering, partnership formation and long-term agreements, 

supplier development initiatives, inventory management, 
spend management and analysis, credit and financial data 
analysis, and contingency planning.  Overall, the firms in this 
study did not engage in proactive modeling exercises as part of  
a concerted sales and operations planning process.  

 
Concluding Comments
Managers agreed that without a systematic analysis tech-
nique to assess risk, much can go wrong in a supply chain.  
Analysing the risk associated with SCM is a relatively new 
subject, and little has been done to assist managers with this 
process.  But one thing is certain, documenting and analysing 
risk must be an essential part of  continuous improvement.  It 
becomes critical to have an easily understood method to iden-
tify and manage risk.

While many factors have been cited as influencing the pre-
disposition towards having a system for managing risks in 
the supply chain, certain factors were identified as having a 
critical impact on predisposition and progress towards this.  
These factors included:  Corporate Strategy, Supply Chain 
Organisation, Process Management, Performance Metrics, 
and Information & Technology.  These factors describe a situ-
ation where the respondents saw managing supply chain risks 
as an extension of  SCM.  They also describe a situation in 
which respondents recognised that success with managing 
risks requires cross-functional teams and cooperation.  There 
seems to be recognition that succeeding requires more than 
simply introducing a new program or department.  Rather, it 
is an undertaking that requires the participation of  multiple 
parties working together.  It is argued that these various factors 
act to pre-condition the firm and its systems to the introduc-
tion, acceptance, and progress on managing risks in the supply 
chain.    
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